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I’m	Dreb	





Building	a	
better	web
with	Engineering	Best	Practices
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the	compromises	which	were	analyzed		
had	little	[if	anything]	to	do	with	the	core		
of	the	CMS	application	itself		
but	more	with	its	improper	deployment,		
con=iguration	and	overall	maintenance	by	the	
webmasters.

FROM:	HACKED	WEBSITE	REPORT	2017	BY	SUCURI



		WordPress	is	your	blank	canvas.			
..



Security



Sanitization	&	Escaping



//	Output

//	Saving



sanitize_text_Gield
sanitize_email
sanitize_key

Sanitization	WordPress	API	

absint
$wpdb->prepare()



esc_html
esc_textarea
esc_attr

Escaping	WordPress	API	

esc_url
wp_kses_post
wp_kses



//	Output

//	Saving



Escaping	WordPress	API	

codex.wordpress.org/Data_Validation

developer.wordpress.org/themes/theme-security/data-sanitization-escaping/

developer.wordpress.org/plugins/security/





Nonce



Nonce	

A	cryptographic	token		
tied	to	a	speci=ic	action,		
user,	and	window	of	time.



//	Process

//	Form



Plugin	Review		
&	Moderation





Plugin	Review	&	Moderation

More	plugins,		
the	more	vulnerable	
a	site	becomes



Keep	a	list	of		
personally/group/company		

approved	plugins.



Be	Updated!







Tools	&	Technologies



PHP	Code	Sniffer

WordPress	Coding	Standards	





SSH	&	SFTP



DO	NOT	FTP!



SSH		
Secure	Socket	Shell	or	

Secure	Shell



SFTP	
Secure	File	Transfer	

Protocol



Contact	your	hosting		
or	Systems	guy!



Performance



Caching



the	act	of	storing		
computed	data	somewhere	
much	accessible	
for	later	use.



Expensive	database	queries

Remote	or	3rd	party		
API	requests



Object	Cache



WordPress	API	for	caching	data
Non-persistent

Persists	with	the	use	of:
- Memcached	
- Redis



Transients	API

Caching	



Storing	cached	data		
in	the	options	table	in	your	
database



No	Cache

Object	Cache



EfYicient		
Database	Queries





Avoid	direct		
database	query



Accessibility



Semantics



header
nav
footer

Semantics

article
headings	(h1-h6)
label	/	input



Hello	‘Aria’



ARIA		—		
Accessible	Rich	Internet		

Applications



Accessible	Rich	Internet	Applications	(ARIA)	

Set	of	attributes	that	de=ine	ways	to		
make	Web	content	and	Web	applications		
more	accessible	to	people	with	disabilities



States	&	Properties

Accessible	Rich	Internet	Applications	(ARIA)	

Landmark	Roles

- aria-hidden	
- aria-required

- aria-label	
- aria-haspopup

- main	
- navigation

- banner	
- contentinfo

- tab	
- button



Responsive		
Web	Design	(RWD)



Mobile
SEO	ranking

Responsive	Web	Design



Tools



pa11y	(terminal/CI)	/	koa11y	(GUI)

Chrome	lighthouse

W3C	Markup	Validation	Service	
https://validator.w3.org/

Tools

Firefox	Accessibility	Inspector	
https://developer.mozilla.org/en-US/docs/Tools/Accessibility_inspector



Collaboration



Optimize	Readability



Use	tabs	for	indentation	at	the	beginning	of	the	line,		
spaces	for	midline	alignment

Keep	PHP	blocks	to	a	minimum	inside	markup

Optimize	Readability

Use	colon	syntax	for	PHP	loops	and	conditionals	
in	templates



//	Good

//	Bad





Version	Control



Github
Bitbucket

GitLab

Version	Control

Beanstalk



Recommended		
Reading…



WordPress	Coding	Standards
make.wordpress.org/core/handbook/best-practices/coding-standards/

developer.wordpress.org





Performant	
Secured	
Accessible	
Teamwork



Thanks!	
																					-	Dreb	
																dreb.bits@10up.com	

mailto:dreb.bits@10up.com

